MHOOPMALIMOHHAA NMAMATKA
AnsA ObYYAIOLWKMXCA O BE3OMNACHOCTU B CETU UHTEPHET

C KaxkablM roioM MONOAEXN B UHTEPHETE CTAHOBUTLCS Bonblue, a LUKONbHUKN OAHU
M3 camblX aKTMBHbIX MNonb3oBaTenen PyHeTa. Mexagy Tem, MNOMUMO OrFPOMHOrO
KONnnyecTBa BO3MOXHOCTEN, MIHTEPHET HECET N NPobnemMbl. ATa NamMsaTKa A0SHKHA NOMOYb
Tebe 6e30nacHO HaxXoAUTLCS B CETW.

KOMrIbIOTeprIe BUPYCbI

KoMnbloTEPHBIA  BUMPYC - 3TO pPasHOBUOHOCTb KOMMbIOTEPHLIX MNPOrpamMmm,
OTNIMYUTENBHON OCOBEHHOCTBbIO KOTOPOM SIBNAETCA CMOCOBHOCTb K pasmMHOXeHuo. B
AOMNOJSTHEHME K 3TOMY, BUPYCbI MOTYT NOBPEAUTbL UM MOMHOCTLIO YHUUTOXUTL BCE dhansbl
W AaHHble, MOAKOHTPOSbHbIE MOMb30BaTEN, OT UMEHM KOTOporo Obina 3anyuieHa
3apaxeHHas nporpaMmma, a Takke NoBpeauTb UM OaXe YHUYTOXUTb OnepaumnoHHYH
CcUCTeMY CO BceMu hannamu B uenom. B GonblUMHCTBE criyyaeB pacnpOCTPaHSATCA
BUPYCbl YepPE3 MHTEPHET.

MeToabl 3aWuThl OT BPeAOHOCHbIX NPOrpaMM:

1. Wcnonb3yn coBpeMeHHble OnepaulnoHHbIe CUCTEMbI, UMEIKLNE CEPbE3HbIN
YPOBEHb 3aLlUThl OT BPEAOHOCHLIX MPOrpamMm;

2. TlocTofiHHO ycTaHaBnuBanm nadytu  (uMdpoBble  3annaTky, KOTopble
aBTOMATUYECKN YCTaHaBNMBAKOTCA C LUenblo [opaboTkm nporpammbl) U Apyrue
obHOBNEHU cBOen onepaumoHHoW cucTemMbl. CkaymBam MX TOMbKO C OduLManbHOro
canTta paspabotumka OC. Ecnu cyuwlectByeT pexum aBTOMaATU4ECKOro OGHOBMEHUS,
BKITHO4U €ro;

3. Pabotam Ha cBOemM KOMMNbKOTEPE MNOA4 nNpaBamMn NOMb3oOBaTeENs, a He
agMuHucTpaTtopa. 3TO He no3BonuMT  GOMbLUMHCTBY  BPEOOHOCHBIX  Nporpamm
WHCTannMpoBaTbCA Ha TBOEM NEPCOHANbHOM KOMMbIOTEPE;

4. Mcnonbayn aHTUBUPYCHbIE nporpamMmMHble NPOAYKTbI N3BECTHbIX
npousBoguTEnen, C aBToMaTtuyeckum obHoBneHnem 6as;

5. OrpaHunyb om3nyecknin 4OCTYN K KOMNbIOTEPY AS1S1 NOCTOPOHHUX NnL;

6. Mcnonb3yn BHeLLUHWE HOCUTENW MHOpMaunn, Takue Kak prnewika, OUCK uUnu
drann n3 UHTepHeTa, TONbKO U3 NPOBEPEHHbBIX NCTOYHUKOB;

7. He oTkpbiBan KOMMbOTEPHbIE dhansibl, NOSTyYEeHHbIE N3 HEHAAEXHbIX UICTOYHUKOB.
Haxe Te dannbl, KOTOpblE NpUCNan TBOM 3HAKOMbIN. Jlyylle yTOYHW Yy Hero, oTnpasnan
nn oH Tebe unx.

Cetu WI-FI

Wi-Fi - 370 He B1A nepeaayun AaHHbIX, HE TEXHOMOrMS, a BCero nuwb 6peHa, mapka.
Ewe B 1991 rogy HMaepnaHackas koMnaHusa 3apernctpuposana 6peng "WECA", 4to
obo3Ha4ano cnosocoyeTaHne "Wireless Fidelity", koTopbin nepeBoguTCs  Kak
"BecnpoBogHast TOMHOCTbL".



[lo Hawero BpeMeHn gowrna gpyrasi abbpeBuaTtypa, KoTopas SBfsSeTCA Takon e
TexHonormen. 3to abbpesnartypa "Wi-Fi". Takoe HasBaHue 6biNo gaHO C HAMEKOM Ha
CTaHO4apT BbICLUEN 3BYKOBOW TexHuku Hi-Fi, 4To B nepeBoge oO3HavaeT "BbiCOKas
TOYHOCTBL".

[a, B6ecnnaTtHbll WHTEPHET-OOCTYN B kade, OTeNnsAxX W asponopTax HABndeTcs
OT/IMYHOM BO3MOXHOCTbIO BbIXOJa B MHTEpHET. HoO MHOrme akcnepTbl CYMTAOT, YTO
obwenoctynHole Wi-Fi ceTn He siBnsitoTcs 6e3onacHbIMN.

CoBeTbl No 6e3onacHocTn paboTbl B 06LWwenocTynHbix ceTsax Wi-fi:

1. He nepegaBai cBO NUYHy0 MHGOpMaLmio Yepes obienoctynHole Wi-Fi ceTu.
PaboTas B HUX, XXenaTenbHO He BBOAUTb MApONuM AOCTYNa, NOMMHbI U Kakne-tTo HoOMepa;

2. cnonb3yi n 06HOBNAN aHTUBMPYCHbIE NporpaMmMbl U 6paHamayep. Tem caMbiM
Tbl 06e3onaculb cebsi OT 3aKaykun BMpyca Ha TBOE YCTPOWNCTBO;

3. Mpwn ncnonb3oBaHun Wi-Fi oTkntoun dyHkumo "O6wmn goctyn Kk dpannam wm
npuHTepam”. [aHHas QyHKUMS 3akpbiTa MO YMOMYaHUKO, OAHAKO HeKoTopble
nosfib3oBaTesNin akTUBUPYIOT ee Ang yaobcTea ncnonb3oBaHnda B pabote unu yvebe;

4. He ncnonbaymn nyénuunein WI-FI ans nepegaym nuyHbIX aHHbIX, HAaNpumep ans
BbIX04a B coUManbHble CETU UM B SNIEKTPOHHYIO MOYTY;

5. Ncnonb3yn Tonbko 3awuueHHoe coeanHeHne yYepe3 HTTPS, a He HTTP, T.e.
npwn Habope Beb-agpeca BBOAM MMEHHO "https://*;

6. B MobunbHOM TenedoHe oTkmouM yHkuuo “lMogkniodeHne Kk Wi-Fi
aBToMaTu4eckun". He gonyckanm aBToMaTn4eCcKoro NoAknNyYeHuns yctponctea k cetam Wi-
Fi 6e3 TBOErO cornacus.

CoumnanbHble ceTu

CoumanbHble CeTU aKTUBHO BXOAAT B HALLY XXM3Hb, MHOTME NioAmM paboTatoT 1 XXnUByT
TaM NOCTOSIHHO, a B Facebook yxe 3apernctpupoBaH munnuapg YenoBek, Y4To sABnsieTcs
OJHON ceabMOW BCeX XuTenewm nnaHeTbl. MHOrMe nonb3oBaTenn He MOHUMAIOT, YTO
MHopMaUus, pasMeLLleHHass UMW B couMarnbHbIX CETSX, MOXeT OblTb HanmgeHa wu
ncnonb3oBaHa Kem YrogHo, B TOM Yncne He 0b6s3aTenbHO ¢ 6rarumm HamepeHnsiMun.

OcHoBHble coBeTbl N0 6e30NacHOCTN B COLMAnbHbIX CETAX:

1. OrpaHnyb cnucok apysen. Y T1eba B ApYy3bsSX HE OOIMKHO ObiTb CRyvarHbIX U
He3HaKOMbIX JTIOOEWN;

2. 3awmuian CBOK HYacTHYI XM3Hb. He ykasbiBan naponu, TenedoHsbl, agpeca, aty
TBOEro POXOEHUS W  OPYrylo JIMYHY0 WHOpMauunio.  3MOYMbILNEHHUKU  MOryT
ncnonb3oBaTtb faxe WHGOPMaUUK O TOM, Kak Tbl U TBOM poauTeEnn nnaHupyeTte
NPOBECTN KaHUKYbI;

3. 3awwmuian ceoto penyTaumio - AepXKM ee B YMCTOTE U 3aaaBai cebe Bonpoc: XoTen
Obl Tbl, YTOOLI Apyrue rnosfb3oBaTenu BUOENK, YTO Thbl 3arpyxaelub? MNoayman, npexae
4yeM YTO-TO onybnMKoBaTb, HaNUcaTb M 3arpy3nThb;



4. Ecnv Tbl roBOpulWb C MOObMU, KOTOPbIX HE 3Haellb, He WCMOSib3yh CBOE
peanbHOe UMS U APYryo NNYHYI0 MHOPMaLUKN: UMSA, MECTO XUTENbCTBA, MECTO y4ebbl
N npovee;

5. UN3beran pasmewieHnsa coTtorpacdun B VIHTEpHeTe, raoe Tbl M3obpaxeH Ha
MECTHOCTM, MO KOTOPOW MOXHO onpeaennTb TBOE MECTOMOSIOXKEHME;

6. Mpn peructpauum B coumanbHOM ceTU HeobXOAMMO WMCMOSb30BaTb CIOXHbIE
naponu, cocrosime n3 6yks 1 umdp 1 C KOIMYECTBOM 3HAKOB He MeHee 8;

7. Ona coumanbHOM ceTn, NoYTbl U APYrnX CanToB HeobXo4MMO MCMOnb3oBaTb
pasHble naponu. Torga ecnu Teba B3NoMaroT, TO 3MIOYMbILWEHHUKN NofyvaT JOCTyn
TOSTbKO K OAHOMY MECTY, a He BO BCe cpasy.

ONeKTPOHHbIE AeHbIn

ONEeKTPOHHbIE AEHbMN - 3TO O4eHb YAOOHbLIM CNOCOb NnaTexen, 0gHaKO CyLEeCTBYIOT
MOLLUEHHWKM, KOTOPbIE XOTAT NONY4YNUTb 3TN OEHbIN.

3J'IeKTpOHHbIe OeHbr'n NnoABUIINCb coBCeM HeaaBHO N UMEHHO n3-3a 3TOro BO MHOIMMX
rocygapcrteax o CuUX nop He npornncaHo npo HMX B 3aKOHax.

B Poccun e OHU OYHKUMOHMPYIOT M O HUX YXe MpPOMNMcaHO B 3aKOHe, rae ux
pas3nenstT Ha HECKONbKO BUAOB - @HOHUMHbIE U HE @aHOHUMHbIE. PasHuua B TOM, 4TO
aHOHMMHbIE - 3TO Te, B KOTOpPbIX paspeliaeTca npoBoauTb onepaumn 6e3
noeHTMdrKaumm nonb3oBaTens, a B HEAHOHMMHbIX WAEHTUMKauua nonb3oBaTens
ABnseTcs obsa3aTenbHON.

Takke cnegyet pasnuyatb  3NEKTPOHHble  (MaTHble  OeHbr  (pPaBHbI
rocydapCTBEHHbIM BantoTaM) W 3MfEeKTPOHHble HeduaTHble [AeHbrn (He paBHbI
rocyaapCTBEHHbIM BasoTam).

OcHoBHble coBeTbl No 6e3onacHon paboTe C dNEKTPOHHBIMU AEHbraMM:

1. MpuBsKN K cHETY MOBUIBHBIN TeNedOoH. ATO cambin yO06HbIN U BbICTPLIN CNOCo6
BOCCTAHOBUTb AOCTYN K cyeTy. [puBA3aHHbIN TenedoH NOMOXET, ecnu 3abyaellb CBOK
nraTeXHbl Naposb N 3angellb Ha canT C HE3HAKOMOro YCTPOUCTBA;

2. Wcnonb3ynm opgHopasoBble naponu. [locne nepexoga Ha  YCUNEHHYHO
aBTopm3aumo Tebe yxe He OygeT yrpoxaTb OMacHOCTb Kpaxu WNu nepexsaTta
nnaTexHoro napons;

3. Bbibepu cnoxHbin naponb. NpectynHukam OyaeTt He npocTo yragaTh CIOXHbIN
naposib. HagexHble naponu - 3To Naposiv, KoTopble cogepXaT He MeHee 8 3HaKOB U
BKIMOYaKOT B cebsi CTPOYHbIE U NPOnuUCHbIe BYKBbI, LMAPbI U HECKOSLKO CUMBOSIOB, Takne
Kak 3Hak gonnapa, pyHTa, BocknmuaTenbHbI 3Hak 1 T.n. Hanpumep, $tRONg!;;

4. He BBOAM CBOM NIMYHbIE JaHHbIE HA CalUTax, KOTOPbIM He JOoBepSAeLlb.
ANeKTpPOHHas noyTa
OneKkTpoHHasi noyta - 3TO TEXHOMOMMA W NpeaocTaBfdeMble €l YCnyrn no

nepecbifike U MOMYyYEHUIO 3NEKTPOHHBIX COOOLLEHN, KOTOpble pacnpenensitoTcs B
KomnbtoTepHOM ceTu. OBbIYHO 3MIEKTPOHHbLIA MOYTOBLIM ALWMK BbIrMGAUT Crieayrowmm



obpasom: umMsi_nonb3oBaTtena@uMs_aoMeHa. Takke Kpome nepegaym npocToro TeKcTa,
nMeeTca BO3MOXHOCTb nepeaasatb oansibl.

OcHoBHble coBeTbl No 6e3onacHon paboTe C 9NEKTPOHHON NOYTON:

1. Hapo BbiGpaTb NpaBuibHbIN MOYTOBLIN CepBUC. B MHTEpHETE eCTb OrpPOMHBbIN
BbI6Op BecnnaTHbIX NOYTOBLIX CEPBUCOB, OOHAKO Ny4lle LOBEPSTb TEM, KOro 3Haellb n
KTO NepBbI B PEUTUHTE;

2. He ykasbiBah B NUYHOW MOYTE JIMYHYKO WHGOpMauuio. Hanpumep, nydwe
BblOpaTh "My3blkanbHbIn_aHat@" nnu "pok2013" BmecTo "tema13";

3. Ncnonb3yn OByxaTanHy asTopu3aumioo. OTO Korga noMMMO Mapons HYXHO
BBOAUTb KO, NpuUcbinaembi no SMS;

4. Bbibepn crnoxHbii naposnb. [Ons kaxaoro NoYToBOro silMka AofmkeH ObiTb CBOM
HaOeXHbIW, YCTOMYMBLIN K B3SIOMY Maporb;

5. Ecnv ecTb BO3MOXHOCTb HanncaTtb caMOMY CBOW JIMYHbIN BOMPOC, UCMNOSb3YN 3Ty
BO3MOXHOCTb;

6. Mcnonb3yin HECKONbKO NOYTOBbLIX AWMKOB. [MepBbi A9 YaCcTHOM Nepenuckn C
agpecaTtamu, KOTOpbIM Tbl AOBEpPSAELLb. OTO 3MNEKTPOHHbIN aapec He HaZlo UCMNOSb30BaTb
npu pernctpaumm Ha oopymax n cantax;

7. He oTkpbiBan hansibl n gpyrve BroXeHus B NMCbMax, Aaxe eCcriv OHU NpuLnm ot
TBOMX ApY3€en. Jlydule yTOYHU Y HUX, OTNpaBnsanun v oHn tebe atn hannsi,

8. lNMocne okoHYaHWMs paboTbl Ha NOYTOBOM CEPBUCE Nepen 3akpbiTUEM BKNaAKM C
canTom He 3abyab HaxaTtb Ha "BbinTn".

Knb6epOynnuHr nnu BuptyanbHoe nsaeBaTesibCTBO

KnbepbynnuHr - npecnefoBaHuMe cOObLIEHMAMN, cogepXalimmm ockopbneHus,
arpeccuto, 3anyrMBaHue; XynuraHcTBO; coumanbHoe OO0MKOTMPOBaHME C MOMOLLbIO
pa3nMYHbIX MHTEPHET-CEPBUCOB.

OcHoBHble coBeTbl No 6opbbe ¢ knbepbynnmHrom:

1. He 6pocaica B 6on. Jly4wimin cnocob: nocoBeToBaTbCs Kak cebs BeCTU U, ecnu
HeT TOro, K KOMy MOXHO 006paTuUTbCHA, TO BHa4dane YCrnokouTbCcs. Ecnu Tbl HayHewb
oTBeYaTb OCKOPOMEeHMAMM Ha OCKOPONeHusi, TO TOnbKo euwe 6onblie pasoxKellb
KOHQOINKT;

2. YnpaBnsu cBoen knbeppenytauunen;

3. AHOHMMHOCTb B CETM MHUMas. CyLLI,GCTBy}OT CNocoObl BbIAICHUTb, KTO CTOUT 3a
AHOHMUMHbIM aKKayHTOM;

4. He ctonTt BECTU XynuraHcknin obpas BupTyanbHOWM Xn3HU. IHTepHeT cdmkecnpyeT
BCE TBOM AENCTBUS U COXPaAHSET UX. Yaanutb ux 6yaeT KpanHe 3aTpyaHUTENBHO;

5. Cobniogar cBOK BUPTYaribHYHO YeCTb CMOSOAY;



6. VIrHopupyn eanHuYHbIn Heratne. OgHOpas3oBble OCKOpbUTENbHbIE COOBLLEHNSA
nyywe urHopuposaTtb. OBbLIYHO arpeccus NpekpaLlaeTca Ha HavanbHOW cTaguu;

7. baH arpeccopa. B nporpammax obmeHa MrHOBEHHbIMW COOBLIEHUAMU, B
coumanbHbIX CeTAX €eCTb BO3MOXHOCTb ONOKMPOBKM OTNPaBKM COOOLEHUN C
onpegerneHHbIX agpecos;

8. Ecnu Tbl cBuaetenb knbepbynnuHra. TBou [EWCTBMA: BbICTYNUTb MNPOTUB
npecnegosaTensi, MNokasatb €My, 4YTO €ro [OenCTBUA OUEHMBAKTCA HeraTuBHO,
noagepaTb XepTBY, KOTOPOW HYXXHa NCUMXONornyeckas MoOMOLLb, COOOLWNTL B3POCHbIM
0 hakTe arpeccmBHOro NOBEAEHUS B CETM.

MoG6unbHbIN TenedoH

CoBpemeHHble cMapT(OHblI M MNaHWweTbl cogepXaT B cebe BnomHe B3POCHbIN
dyHKLUMOHar, 1 Tenepb OHU MOTyT KOHKYpMpOBaTb CO CTaLMOHAapPHbIMU KOMMbOTEPaAMM.
OpHako, cpeacTs 3aWmThl AN NoA06HbLIX YCTPOMCTB Noka O4YeHb Masno. TecTupoBaHue U
NMOUCK YSI3BMMOCTEN B HUX NPOMUCXOOUT He Tak MHTeHCUBHO, Kak anga K, 1o xxe camoe
KacaeTcst 1 MOBUIbHbBIX NPUNOXEHUN.

CoBpemMeHHble MObOunbHble Gpay3epbl yXKe MpPakTUYeCKM AOrHanu HacTOSbHbIE
aHanoru, ogHako pacluimpeHne yHKLMoHana BrneyeT 3a cobor GonbLUyo CIOXHOCTb U
MEHbLUYIO 3aLMLLEHHOCTb.

[laneko He Bce NpouM3BOAMTENWN BbINyckaldT OOHOBMEHUS, 3akpbiBalOLLME
KpUTUYECKME YSI3BUMOCTU AN CBOUX YCTPOMNCTB.

OcHoBHble coBeTbl Ana 6e3onacHOCTU MOBUNbHOro TenegoHa:

Huuero He siBnsieTcs no-HacTosiwemy GecnnatHbiM. Byab ocTopoxeH, Bedb koraa
Tebe npegnaratoT 6ecnnaTtHbIi KOHTEHT, B HEM MOTYT ObITb CKPbITbl KaKMe-TO NnaTHble
ycnyru;

[yman, npexge yem otnpasutbe SMS, poTo unm Bunaeo. Tbl TOYHO 3HAELb, IAe OHU
O6yayT B KOHEYHOM utore?

Heobxoammo o6HOBNSTL ONepaunoHHy0 CUCTEMY TBOETo CMapTdOHa;
Ncnonb3yi aHTUBUPYCHbIE NporpamMMbl Anst MOBUIbHLIX TENedOHOB;

He 3arpyxain npunoXxeHusi OT HEM3BECTHOIO MCTOYHMKA, BEAb OHW MOTYT COAepXKaTb
BPEAOHOCHOE NporpaMmMHoe obecneyeHue;

lMocne Toro kak Tbl BblngeLb C canuTa, rge BBOAWI NIMYHYIO MHOopMaumio, 3anaun B
HacTponkn 6paysepa n yganu cookies;

Mepvogunyeckn NpoBepsi, Kakme nnaTHble YCryrM akTMBMPOBaHbl Ha TBOEM
HOMepeE;

[aBan cBon HoMep MOBUBHOro TenedoHa TOMbLKO NAAM, KOTOPbIX Thl 3HAELLb U
KOMY AoBepsieLlb;

Bluetooth gormkeH ObITb BLIKMOYEH, KOrga Thl UM He MNonb3yelwbcs. He 3abbiBan
MHOrga NpoBepsTb 3TO.



Online urpbl

CoBpeMeHHble OHNaWH-Urpbl - 3TO KpacouyHble, 3axBaTbiBalOLIME pa3BlieYeHus,
00beanHSIIOLLME COTHU ThICAY YENoBeK Mo BceMy MUpY. VIrpoku nccneayoT AaHHbIN UM
MUp, obLialTcs Opyr C APYroMm, BbIMOMHAKT 3adaHusl, cpaxalTcsl C MOHCTpaMu U
nony4atoT onbIT. 3a yOOBONbCTBUE OHU NNATAT: MOKYNakT ANCK, ONnavnsaroT aboHEMEHT
NNy NpMoGpeTaroT KakMe-To ONuuw.

Bce 3T cpeactBa vayT Ha nogdepkaHue U pasBUTUE UIPbl, @ Takke Ha camy
6e30nacHOCTb: COBEPLUEHCTBYOTCH CUCTEMbI aBTOPM3aLIMK, BbiMyCKalTCA HOBbIE NaTym
(umdppoBble 3annaTtku Ans NporpaMMm), 3aKpblBatoTCs YI3BMMOCTUN CEPBEPOB.

B nogo6HbIx nrpax CTouT onacatbCA He CTOJIbKO CBOMX COMEPHUKOB, CKOJTbKO KpaKun
TBOEro napoJsid, Ha KOTOpoM OCHOBaHa CMCTEMa aBTOpu3aLnn OonbLWKNHCTBA urp.

OcHOBHble coBeTbl N0 6€30MacHOCTM TBOErO UIPOBOMO akkayHTa:

1. Ecnu pgpyroii urpok BegeT cebsi nnoxo wunu co3gaeT Tebe HenpusiTHOCTW,
3abnokupym ero B CNmncke UrpokoB;

2. I'Io>|<any|7|c;| aaMUHUCTPAaTopaM WUrpbl Ha nNyoxoe noBeaeHne 3TOro Urpoka,
xXenaTtesibHO NPUNnoXXmnTb Kakne-T1o AoKa3aTesibCTBa B BMAe CKPUHOB,;

3. He ykasbiBan nMyHyo MHpopmarmo B npoanne urpbl;
4. YBaxan gpyrmx y4acTHUKOB MO UIpe;

5. He yctraHaBnuBan HeouumarnbHble natyn n Mogbl;

6. Vicnonb3yn cnoxHble 1 pasHble naponu;

7. Daxe BO BpeMA Urpbl He CTOUT OTKMNOYaTb aHTMBMpPYC. [1oka Tbl Urpaellb, TBOW
KOMMNbIOTEP MOTyT 3apasuThb.

PULLIMHT UnNun Kpaxa NIN4YHbIX AaHHbIX

OObIYHOM Kpaxken OeHer U OOKYMEHTOB CErofHsl YXXe HUKOro He yAuBWLLb, HO C
pas3BUTUEM WMHTEPHET-TEXHOMOMMN 3IOYMbILLIIEHHUKM MNEPEMECTUIIUCL B MHTEPHET, U
nNpoaomKaT 3aHMMaTbCs "MobumbiM" genom.

Tak nogBMnacb HoBasi yrpo3a: MHTEPHET-MOLUEHHMYECTBA UK (PULLIMHF, rnaBHas
Luenb KOTOPOro COCTOMT B MONydeHuU KOHUAEHUManbHbIX AaHHbIX NOnb3oBaTenen -
NornHoB 1 naponen. Ha aHrnuinckom s3bike phishing yntaetca kak dpuwmHr (ot fishing -
pbiBHasa noens, password - naporb).

OcHoBHble coBeTbl N0 6bopbbe ¢ PULLNHIOM:

1. Cnean 3a cBOMM akkayHTOM. Ecnu Tbl nogo3peBaellb, YTO TBOS aHkeTa bbina
B3NoMaHa, To HeobxogMmo 3abnoknpoBaTb €€ 1 cCoobLNTbL agMUHUCTPaTOpam pecypca
06 9TOM KaK MOXHO CKOpee;

2. WNcnonb3yn GesonacHble Be6G-CanTbl, B TOM 4UCNE, WUHTEPHET-MarasvHoB W
NMOWUCKOBbLIX CUCTEM;



3. Ncnonb3ayi cnoxHele 1 pasHble naponu. Takum obpasom, ecnv Tebst Banomatot,
TO 3MOYMbILLUMNEHHWKIX NOMyYaT AOCTYN TONbKO K OAHOMY TBOEMY Npodurnio B ceTu, a He
KO BCEM;

4. Ecnu T1ebs B3nomanu, To HeobxoaumMo npeaynpeanTb BCEX CBOUX 3HAKOMBbIX,
koTopble Oo6aBneHbl y Tebs B Apy3bsiX, O TOM, YTO TebGs B3noManu u, BO3MOXHO, OT
TBOEro UMeHn ByaeT paccbinaTbCs cnaM U CCbINKU Ha (ULLIMHIOBLIE CaNThbl;

5. YcTaHoBW HagexHbi naposib (PIN) Ha MOBUIbHLIN TenedoH;
6. OTkntoumn coxpaHeHve napons B 6paysepe;

7. He oTkpbiBan chansibl U Apyrue BNOXeHUs B MMCbMax, Aaxe eCrnv OHU NPULLINN OT
TBOMX Apy3en. Jlyylle yTOuHM y HUX, OTNPaBNanu Nn oHn tebe atn dannol.

LincdbpoBasn penytauus

LindposBasa penytauma - aTo HeraTMBHasi UnNn No3nMTMBHas MHGOPMaLMS B CETU O
Tebe. KomnpomeTupywowaa uvHpoOpMaumsa, pasMelleHHas B MWHTEpPHETe, MOXeT
cepbe3HbIM 06pa3oM OTPa3nTbCA Ha TBOEW peanbHon XusHu. "Lindposasa penytauunsa” -
3TO TBOW UMUK, KOTOPbIN ddopMupyeTcsa n3 nHgopmauum o Tebe B MHTEPHETE.

TBOE MeCTO XuTenbCTBa, y4ebbl, TBOEe (HMHAHCOBOE MOMOXEHWEe, O0COBEHHOCTU
XapakTepa u pacckasbl 0 61IM3KNX - BCe 3TO HakannmMBaeTCcs B CETWU.

MHorve noapoCTKM NErKOMbICIIEHHO OTHOCATCS K NyGnukaumnm IM4HOn MHopmaumm
B MIHTepHeTe, He NOHUMAas BO3MOXHbIX MOCNEACTBMI. Thl faXe HE CMOXeLLb AoragaTbCs
0 TOM, 4YTO poTorpacms, pasmeLLeHHasa 5 neT Hasag, ctana NPMYNHON OTKasa NPUHSATb
Tebs Ha paborTy.

KommeHTapuu, pasmelleHne TBoux cpotorpadum n apyrme AEWCTBUSE MOTYT He
MCYE3HYTb Jaxe Mnocre Toro, Kak Tbl UX yAanub. Tbl HE 3Haelb, KTO COXpaHwun 3Ty
nHpopmauuio, nonana nm oHa B NOUCKOBbIE CUCTEMbI U COXPaHUNACh SN OHa, a MMaBHOE:
4yTO nogymatoT O Tebe oKkpyxarwlwme nau, KOTopble HanayT U yBMAAT 9TO. Hantum
NHpOPMaLMIO MHOIO NIET CNYCTSi CMOXET Ntobon - Kak u3 AobpbIx NOGYKOEHUN, Tak U C
HamepeHneMm NPUYUHUTL Bped. ITO MOXET OblTb KTO YroaHO.

OcCHOBHbIEe COBETbI N0 3awuTe UMgpoBon penyTaummn:

1. MNoagyman, npexae 4yem 4To-To NydnukoBaTb M nepeaasaTth y cebsi B 6rore nnu B
coLuunarnbHON CeTu;

2. B HacTpownkax npounst ycTaHOBU OrpaHNYEeHNs Ha NPOCMOTP TBOEro NPodouns u
ero cogepXXnuMoro, caenan ero Toneko "onsa apysen”;

3. He pasmewan u He ykasbiBah WHGOPMaLMIO, KOTOpasi MOXET Koro-nmbo
OCKOpbnATbL Unn obuxaTb.

ABTOpCKOE npaBo
CoBpeMeHHbIe LLKOSTbHUKN - aKTUBHbIE NOSib30BaTenn uMdpoBOro nNpoCTpaHCTBa.

OpaHako paneko He BCe 3HalOT, YTO NMONb30BaHME MHOMMMW BO3MOXHOCTSIMU Ll,l/qu)pOBOI'O
Mupa Tpe6yeT CO6J'II-OLI,€HVIFI npaB Ha MHTENNEeKTyarlbHYy COBCTBEHHOCTb.



TepMuH "MHTennekTyanbHasi COGCTBEHHOCTbL" OTHOCUTCS K PasfIMYHbIM TBOPEHUSIM
YEerioBEYECKOro yMa, HauumHasi C HOBbIX M3006peTeHMi u 3HakoB, OOO3Ha4YaroLLNX
COBCTBEHHOCTb Ha NPOAYKTbI M YCRyrn, W 3akaHyMBas KHuramu, dpoTtorpadpusamu,
KMHOUIIbMamMun 1 My3blKanbHbIMU NPOM3BEAEHNAMMU.

ABTOpCKME nNpaBa - 3TO NpaBa Ha WHTENneKTyanbHyl0 COBCTBEHHOCTb Ha
Npou3BedeHUs1 Hayku, nuTepaTtypbl U MCKyccTBa. ABTOPCKME MpaBa BbICTyNawT B
KayecTBe rapaHTUM TOro, YTO WHTENNEKTyarnbHbIN/TBOPYECKUA TPYA aBTopa He GyaeT
HanpacHbIM, OacT eMy cnpaBeanMBble BO3MOXHOCTM 3apaboTaTb Ha pesynbTatax
CBOEro Tpyaa, Nony4nTb U3BECTHOCTb U Npu3HaHune. HukTo 6e3 paspelleHns aBTopa He
MOXET  BOCMPOM3BOAMTL  €ro  MNPOV3BEAEHWe,  pacnpoCcTpaHsATb,  NyGrUYHO
[EeMOHCTpMpoBaTb, MpodaBaTb, MWMMNOPTMPOBATb, MNyckaTb B MpokaT, nybnuyHo
MCMNONHSATb, NOKa3blBaTb/MCNONHATL B 3dupe unu pasmeLlaTs B IHTepHeTe.

Mcnonb3oBaHue "nupartckoro" nporpaMmmHOro obecnevyeHusi MoXeT MNpPUBECTU K
MHOTMM pUCKaM: OT MOTEPM [OaHHbIX K TBOMM akkayHTam OO0 OrOKMPOBKM TBOETO
YCTPOWCTBA, rAe yCTaHOBMEHa HeneranbHas nporpamma. He ctont Takke 3abbiBaTtb, 4YTO
CYLLIECTBYIOT NneranbHble 1 6ecnnaTtHblie NporpamMmMbl, KOTOPbIE MOXHO HaUTU B CETHU.

O noprane

CeTeBUYOK.pO - TBOW rMaBHbIN COBETYMK B CeTU. 34eCb Thl MOXeELb Yy3HaTb O
6e3onacHOCTM B CETU MNOHATHbIM W LOCTYMHbIM $A3bIKOM, @ NPU BO3HUKHOBEHWUU
KPUTMYECKON cUTyaumm obpaTuTbCs 3a COBETOM. A TakkKe NPUHATbL y4acTue B KOHKypcax
N cTaTb camMbIiM LMUPPOBLIM rpaxxgaHMHOM!



